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Abstract

A wireless sensor network is a group of specialized sensors communicating through

a wireless channel. Recent technological advancements made it possible to build smaller,

cheaper and more intelligent sensors. This enabled the creation of smarter and denser

networks. Today, these networks are heavily utilized in environmental monitoring, security

surveillance and military technology. Furthermore, they are crucially important in the

realization of the Internet of Things.

In many cases, the networks are deployed in unknown or hostile open environments.

Hence, they usually operate unattended. Additionally, in order to increase the lifetime and

flexibility of the network and decrease the costs, the capabilities of the sensors are heavily

constrained. Most importantly, they have a limited energy supply, computational capacity,

and memory. As a result, providing secure operations is a major challenge. Researchers

identified and categorized a number of different attacks against these networks, and pro-

posed numerous countermeasures. In this thesis, I introduce some of the most serious

threats in wireless sensor network security and some proposed defense mechanisms.

One of the most serious threats to network security is the wormhole attack since an

adversary can carry out this attack without compromising sensors or breaking through the

network’s cryptographic defenses. The detection of these attacks is a heavily researched

topic. As part of this thesis, I describe a number of approaches from this extensive literature,

and I propose a novel method for wormhole detection.
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Chapter 1

Introduction

In the context of sensor networks, a sensor or sensor node is a small and low-cost device

with limited sensing and computing capacity, limited energy source and some means of

wireless communication, capable of collecting sensed data (temperature, pressure, motion,

etc). These sensors can carry out their task unattended or with minimal supervision.

A wireless sensor network (WSN) is a large collection of sensors, deployed in a region

with the goal of surveillance or environmental monitoring. It is not necessary to predeter-

mine the exact positions of the sensors. Alternatively, the network can be deployed in a

random manner. As a result, it is possible to use sensor networks to monitor unknown,

inaccessible or even hostile environments (oceanographic data collection [1], forest fire de-

tection [2], battlefield surveillance [3, 4]).

In the past decade, large-scale sensor networks became reality, thanks to achievements

in the areas of distributed processing, embedded systems, and wireless communication.

Today, wireless sensor networks are used in systems for environmental monitoring, surveil-

lance, and military technology.

Applications in environmental monitoring include habitat monitoring. For example,

with small-scale wireless networks, we are able to observe the nesting and incubation habits

of seabirds [5] or assist the long-term study of rare and endangered species of plants [6].

We can use sensor networks in traffic monitoring systems, to gather traffic information and

adjust traffic light durations [7]. Thanks to their ability to capture and deliver relevant data

from environments that are inaccessible or dangerous to humans, large-scale wireless sensor

networks can be utilized for monitoring natural disasters [8]. Moreover, there are several

examples of wireless sensor networks used in precision agriculture and weather forecasting

[9, 10].

In military technology, sensor networks set up with aerial deployment can be used to

detect, track and classify targets (vehicles, tanks) on the battlefield, based on magnetic

and acoustic signals [3, 4]. These systems have the potential to reduce casualties occurring

during battleground surveillance.

Furthermore, wireless sensor networks are key components in the realization of the In-
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ternet of Things (IoT) phenomenon [11, 12, 13]: the massive network of internet-connected

computing devices (computers, phones, cars, wearables, industrial devices, etc) that can

gather, analyze and share information, thus allowing the users to adapt and react to changes

in their environment efficiently and conveniently.

The networks’ security is crucial in military and business applications. Furthermore,

there is a growing need for security and privacy among the users in every field of infor-

mation technology. However, providing security and privacy is a tremendous challenge.

The sensors rely on insecure wireless communication. They are often used in unknown or

hostile environments. Therefore, they are exposed to failure, malfunction or tampering.

Additionally, traditional security mechanisms with large computation and communication

costs are often inapplicable, due to the limited energy supply, computational capacity and

memory of the sensors. Many different attacks were described and countermeasures have

been proposed in literature with the goal of developing safely and securely operating net-

works. The purpose of my thesis is to give an overview of the above-mentioned security

challenges and discuss recent accomplishments in this area. The primary focus will be on

denial-of-service attacks against the network layer, which is mainly responsible for routing

and location awareness in WSNs.

In addition, I will investigate one of the most severe threats in sensor network security,

the wormhole attack [14, 15, 16]. This kind of attack is particularly dangerous because

it can be performed without compromising any of the sensors or breaking through any

cryptographic protection. It can be used to disrupt the network localization procedure,

to interrupt and modify communication through the network, or to gather information

and later organize other kinds of attacks. In the second half of this work, I will discuss

previously proposed defense mechanisms to expose and overcome wormhole attacks, and I

will introduce a novel method for this purpose.

My thesis is divided into seven chapters. In Chapter 2, I will define and display im-

portant concepts in the field of WSNs. In Chapter 3, I provide an overview of the ma-

jor constraints and security requirements in wireless networks and categorize the security

threats based on these properties. In Chapter 4, I examine different attack types against

the network layer of the WSNs and review some proposed countermeasures. Chapter 5 is

an overview of the topic of wormhole attack detection. In Chapter 6, I introduce a novel

method for detecting wormhole attacks and demonstrate its efficiency through exhaustive

simulations and experiments. The final chapter contains my conclusions.
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Chapter 2

Definitions

In this chapter, I will define and describe some of the basic concepts necessary to study

wireless sensor networks from a mathematical point of view.

Wireless sensor networks consist of a number of sensor nodes. These sensor nodes

communicate by using some wireless channel. The communication range of the sensors is

restricted. This means, that not every pair can establish a direct connection, but distant

sensors can still share information because the intermediate sensors can relay their mes-

sages. This concept is often referred to as hop-by-hop communication. As a result of these

characteristics, it seems natural to represent a WSN with a geometric graph.

Definition 2.1 A geometric graph is a (G, π) pair, where G is an undirected graph with

vertex set V and edge set E, and π : V → Rn is a projection which assigns cv ∈ Rn

coordinates to every node v ∈ V .

Remark 2.1 In the context of sensor networks and their deployment, we are usually con-

cerned with projections π : V → Rn where n = 2, 3.

We can define different types of geometric graphs based on the conditions required for

adjacency. In this thesis I will use two commonly used designs: the unit disk graph (UDG)

model and the quasi unit disk graph (QUDG) model.

Definition 2.2 A unit disk graph is a geometric graph (G, π) with a fixed threshold r ∈ R,
where for every pair of nodes u, v ∈ V , (u, v) ∈ E if and only if |π (u)− π (v) | ≤ r.

Remark 2.2 The threshold r is usually called the communication range or communication

radius of the sensors.

Figure 2.1 shows a collection of nodes placed in the Euclidean plane, and the corresponding

UDG.

It is clear, that using unit disk graphs to represent sensor networks is a simplification

of the real world. This approach does not consider the possibility that sensor malfunctions,

weather conditions or physical obstacles can interfere with signal propagation. To tackle

this problem the quasi unit disk graphs have been introduced.
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Figure 2.1: An example of a unit disk graph. The red squares are the sensor nodes placed

on the 2 dimensional plane. The blue circles show the area within r
2 distance from the

sensor nodes, where r is their communication range. Two sensors are adjacent if their

corresponding circles overlap. The black lines represent the established links.

Definition 2.3 A quasi unit disk graph is a geometric graph (G, π) with fixed thresholds

r and R (r,R ∈ R and r < R), where for every pair of nodes u, v ∈ V the edge (u, v) is in

the graph with probability p, where

p =


0 if |π(u)− π(v)| ≥ R,
R−|π(u)−π(v)|

R−r if r < |π(u)− π(v)| < R,

1 if |π(u)− π(v)| ≤ r.

Figure 2.2 demonstrates how connections are formed in a quasi unit disk graph. Two sensors

are connected with a probability 1 if they are within r distance. If the gap between them

is between r and R, the probability of forming a connection is directly proportional to

their distance. On Figure 2.2 the distances between node a to nodes b and d are between

r and R, but a is only able to form a connection with d. As expected, this probabilistic

model is often superior because it is able to simulate the real-life uncertainties mentioned

previously.

It is important to note that while the connections in the network are established based

on locations, in most use cases the sensors are not aware of their positions. There may

be some specially equipped sensors possessing GPS receivers or other positioning systems

to help them determine their locations, but generally, equipping sensors with expensive

extra hardware would be an inept strategy when designing large-scale networks. Never-

theless, many applications rely on geographical information, therefore approaches have

been proposed in the literature to position the sensors and localize the network based on

connectivity information or the known pairwise distances of the sensors [17, 18, 19].

It was already mentioned that the locations of the sensors are not predetermined.

Instead of this, they are distributed in the target area in a random manner. Many different
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Figure 2.2: Adjacency in a quasi unit disk graph. Each red square is a sensor. The gray

circles are the communication thresholds r and R.

deployment models are in use to simulate this practice. The most commonly used ones are

random placement and perturbed grid placement. In both cases, we project the nodes into

a 2- or 3-dimensional, square-shaped area, representing the region in which the network is

set up.

Definition 2.4 Random placement means that the π : V → Rn projection assigns coor-

dinates (x1, . . . , xn) ∈ Rn chosen independently and randomly, using continuous uniform

distribution from the target square to every node v ∈ V .

Naturally, deploying the sensors with random placement leads to an uneven network with

irregularities.

In order to introduce the perturbed grid placement, we have to define n dimensional

grids.

Definition 2.5 An n dimensional grid is a set of points H in the n dimensional euclidean

space H := {0, h, 2h, ...k1h} × {0, h, 2h, ...k2h} × ... × {0, h, 2h, ...knh}, where h ∈ R and

k1, k2, ...kn ∈ Z+.

When using perturbed grid placement, we place the sensors around the grid points to

imitate a controlled but noisy installment:

Definition 2.6 Let φ be a bijection between the V vertex set and the points of a 2 di-

mensional grid H, φ : V → H. Let ψd be a function with a parameter d that translates

each grid point (x, y) to coordinates independently and uniformly chosen from [x− dh, x+
dh]× [y−dh, y+dh], where h is the length of the squares’ sides in the grid. The projection

π := φ ◦ ψd : V → R2 is called perturbed grid placement, with displacement parameter d.

Remark 2.3 We can define the n dimensional perturbed grid placement similarly.
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Figure 2.3 shows examples for the introduced deployment methods and illustrates how

the displacement parameter d affects the node positions in the perturbed grid model. The

network on Figure 2.3(a) was deployed with random placement. In Figure 2.3(b), 2.3(c),

and 2.3(d) perturbed grid placement was used with an increasing displacement parameter.

It is evident, how using perturbed grid placement leads to a reasonably uniform network

as opposed to the random placement which results in an uneven, network with dense and

sparse subregions.

(a)

(b) (c) (d)

Figure 2.3: A network of 100 nodes deployed on a 10 × 10 area. The dots represent the

nodes and the lines mark the connections. The connections are established based on the

UDG model with communication range r = 1.7. In (a) the network was deployed with ran-

dom placement. In (b), (c) and (d) perturbed grid placement was used with displacement

parameter d = 0.1, 0.3 and 0.9

Another important notion in the topic of WSNs is the concept of the base station or

sink node.

Definition 2.7 A base station or sink node serves as a gateway between the network and

the user. During the network’s lifecycle, the information gathered by the sensors is for-

warded to the sink node. This node is responsible for collecting data and transmitting it to

the user.
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Chapter 3

Security in Wireless Sensor Networks

Security is one of the most heavily researched topics in the study of wireless sensor

networks. WSNs are often utilized in various military, security and business applications,

where it is crucial to ensure that even in the presence of adversaries, the network is able

to perform its functions in a reliable manner and that the sensitive information gathered

by the sensors is only accessible by the intended recipient. However, providing safe and

secure operations is an enormous challenge, as a result of the resource-constraints of the

sensors. In this chapter, I will introduce the main security goals and the main problems in

ensuring secure usage for WSNs. Furthermore, I will examine various kinds of attacks and

some proposed countermeasures.

3.1 Security Requirements

Wireless sensor networks form a distinct category in computer networks, but they

share many of the basic characteristics. The main goal of security in WSNs is to protect

the resources and the data collected by the network from adversaries and malfunctions.

The majority of research papers [20, 21] highlight the following security requirements:

1. Data confidentiality

Confidentiality ensures that only the intended recipients can understand the messages

broadcasted by the sensors. Sensor nodes should not disclose their readings to their

neighbors without authorization.

2. Data integrity

Data integrity guarantees that a message sent from one node to another is not altered

or modified in any way. Network integrity can be jeopardized, even if the confiden-

tiality of the network is not compromised. Unstable conditions can lead to data loss

in the wireless communication channel and tampered or malicious sensors can add

false information into the network.
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3. Data availability

Data availability assures that the services provided by the network are accessible

even during failures, or an external attack.

4. Data authentication

Authentication is needed to ensure the reliability of messages by identifying their

origin. If the identities of the sender and receiver nodes are verified, adversaries cannot

insert altered or fabricated packets into the communication stream. As excepted,

it is challenging to provide failsafe authentication since wireless communication is

particularly exposed to intrusions.

5. Data freshness

Data freshness guarantees that no adversary can replay outdated messages in order

to flood the network or to exhaust resources.

6. Self-organization

Self-organization or self-healing ensures that the network is able to function properly

after sustaining damage from an external attack or from environmental conditions.

There is no fixed infrastructure or network management protocols available because

of the way WSNs are often employed. This means, that self-organization is only

achievable if every node is flexible and independent, which is a big challenge to

security.

7. Time synchronization

Most applications for WSNs require some form of synchronization. Any built-in secu-

rity mechanism also needs to be synchronized. In [22], several time synchronization

protocols have been described.

8. Secure localization

In many applications, it is required to precisely calculate the position of every sensor

node in the network. In most cases, this localization process relies on the connectivity

information of the network, or on distance estimations from neighboring nodes [17,

18, 19]. If this information is not secured, an attacker can easily manipulate the

localization procedure by replaying signals or reporting false signal strengths.

3.2 Constraints in WSNs

The sensor nodes in the networks are small, low-cost devices. This means, that their ca-

pabilities are heavily constrained. Due to these constraints, the use of conventional security

mechanisms can be problematic. When we modify conventional approaches or design new

security mechanisms it is important to consider the major limitations. A number of studies

[20, 21, 23] established that the most important constraints in WSNs are the following:
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1. Limited energy

Energy is the biggest constraint for WSNs. Commonly, most of the energy is used for

communication and microprocessor computations. In most systems, communication

is more expensive than computation [24].

2. Limited computational capacity

Generally, the microprocessors embedded in the sensors are not as powerful as their

counterparts in regular, wired networks. Therefore, most cryptographic algorithms

with large computational overhead are not employable in WSNs. For example, com-

putationally intensive public key cryptography techniques, like the RSA [25] or the

Diffie-Hellmann protocol [26] are rarely feasible, thus most research studies focus on

symmetric key cryptography [20].

3. Limited memory

The sensors usually operate with a small amount of memory and storage space.

This includes flash memory and RAM. The flash memory holds the downloaded

application code, and the RAM is used to store the sensor data and the intermediate

results during computations. In some cases loading the OS and the application code

consumes most of the space on the device [24].

4. Unreliable communication

The sensors have a limited communication range. Furthermore, packets sent through

the wireless channel can be damaged or corrupted due to frequency jamming, packet

collision or environmental factors. A high error rate necessitates the implementation

of robust error handling and error correcting strategies. Additionally, non-adjacent

sensor nodes communicate through intermediate nodes in the network. This kind

of multi-hop routing leads to high latency in packet transmissions, which makes

synchronization difficult. Reliable synchronization can be crucial for cryptographic

key distribution schemes or for time-sensitive event reports.

5. Unattended operation

The WSNs are often deployed in inaccessible or hostile environments and are left

unattended. Preventing or detecting physical attacks or tampering from remote lo-

cations is one of the most difficult tasks in sensor network security.

3.3 Attacks on Sensor Networks

We can categorize attacks in a variety of ways. In [20, 21], the authors classify se-

curity threats into three categories, based on the goals of the attackers and the security

requirements discussed in section 3.1:
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• Attacks on secrecy and authentication

• Stealthy attacks against network integrity

• Attacks on network availability

It is important to note, that these are not necessarily disjoint categories. For example,

attacks on secrecy and authentication can be parts of large-scale, more destructive intru-

sions. Similarly, some attacks categorized as attacks on network availability can be utilized

to monitor network traffic, or for eavesdropping.

3.3.1 Attacks on Secrecy and Authentication

Attacks on secrecy and authentication aim to undermine the data confidentiality and

authentication by eavesdropping, analyzing network traffic, replaying packets, or by mod-

ifying and corrupting packets.

In order to provide confidentiality and protection for sensitive data, the communication

between the sensors must be encrypted. However, because of the resource constraints of the

sensor nodes (see section 3.2), there is a trade-off between the strength of the encryption and

the computational requirements. The limitations in energy and processing power restrict

the usage of public key cryptography in WSNs. To tackle this problem, most proposed

cryptographic schemes used in WSN security are based on symmetric key algorithms.

Perrig et al. [27] introduced a model with two building blocks: SNEP and µTESLA.

SNEP provides data confidentiality and two-party authentication, while µTESLA provides

authentication for broadcast data. Slijepcevic et al. [28] presented a multi-tier security

architecture, based on the value of different data items, i.e., they use more resource-heavy

schemes for encrypting more sensitive data. Di Pietro et al. [29] presented a scheme called

Logical Key Hierarchy for WSNs (LKHW) based on directed diffusion [30], and Logical

Key Hierarchy (LKH) [31]. Du et al. [32] used public key cryptography with a one-way

hash function for key authentication.

To some extent, all the approaches listed above rely on secure key distribution and

management protocols. Naturally, key management protocols in WSNs have to submit to

the resource limitations of the sensors. Furthermore, the protocols have to be adaptable to

the special conditions that arise from random deployment. For instance, using key pairs

is often inadequate since it is not predetermined which sensor nodes will be able to form

connections. It is also possible that new sensors will be added to the network, changes in

the environment will allow new connections to form, or sensors will be decommissioned

because of malfunctions or intrusion detection. More information on key management and

distribution methods in WSNs can be found in [33, 34].
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3.3.2 Stealthy Attacks Against Network Integrity

In stealthy attacks against network integrity, an adversary is trying to inject false data

into the network. This can be accomplished by compromising sensor nodes or by planting

malicious nodes into the network. These sensors can report altered or fabricated values. As

expected, this is immensely misleading in any application. Furthermore, the attacker can

disrupt synchronization protocols, by concealing or delaying messages. These intrusions

can be used to organize other attacks since security mechanisms often rely on precise time

synchronization.

Intrusion detection systems (IDSs) are a collection of methods and tools designed to

identify and disclose attacks against network integrity. Their main goal is to detect intru-

sions and unauthorized activities before they can implant false data or disclose confidential

information. Wang et al. [35] introduced a distributed IDS well suited for WSNs. Zhu et al.

proposed IHOP [36], an authentication scheme where nodes participating in the hop-by-

hop transition of a message can verify its authenticity. Kachirski et al. [37] utilizes mobile

devices (or agents) to detect intrusions.

3.3.3 Attacks on Network Availability

Attacks on network availability are often referred to as denial-of-service (DoS) attacks.

Any attack that prevents the network from carrying out its expected task can be considered

a denial-of-service attack. This is clearly a broad concept, hence it is hard to generalize

these attacks, and designing a universal defense mechanism is an open problem. Instead

of this, researchers aim to identify and analyze various kind of DoS attacks and present

suitable defense strategies. In the rest of this section, we will discuss how DoS attacks are

categorized, and highlight the most important attack types, as described in [20, 21, 38].

The communication protocol stack of WSNs is based on the Open Systems Intercon-

nection (OSI) standard [39]. It consists of five layers: the application layer, transport layer,

network layer, data link layer, and the physical layer [40] (see Figure 3.1). Each layer is

designed to perform a specific set of tasks independently from the others. Attacks on net-

work availability are categorized on the basis of which layer they are targeting since each

layer is vulnerable to different kinds of attacks

Figure 3.1: The typical layers of a wireless sensor network
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The physical layer is responsible for frequency selection, carrier frequency generation

and signal detection. The types of attacks against this layer are frequency jamming and

physical tampering. Frequency hopping and code spreading provide protection against jam-

ming. We can prevent tampering by tamper-proofing the nodes physically, but usually, it is

assumed that the network is not tamper-proofed. As a result, most security systems have

to consider the possibility that some sensor nodes might be corrupted or compromised.

The data link layer handles reliable point-to-point communication. This includes the

multiplexing of data streams, data frame detection, medium access and error control. At-

tacks against this layer include purposefully generated collisions, and the repeated use of

collisions to exhaust network resources. Error-correcting codes [41] are commonly used to

prevent information loss from collisions.

The network layer is responsible for providing power efficient and data-centric hop-

by-hop routing and location awareness. Chapter 4 contains a detailed discussion about

the attacks against the network layer and a comprehensive description of some proposed

countermeasures.

The transport layer manages end-to-end connections. Attacks against the transport

layer include flooding end desynchronization. Client puzzles [42, 43] and message authenti-

cation codes (MAC), can be used as a defense against these attacks. However, this results

in additional communication and computational costs.
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Chapter 4

Attacks Against the Network Layer

4.1 Spoofed, Altered or Replayed Routing Information

This kind of attack is the most common and direct threat to the network layer. The

adversaries aim to modify the routing information directly while it is exchanged by the

nodes. They may be able to create loops, repel or draw network traffic from certain nodes,

or lengthen the hop-by-hop routes between the sensors to increase end-to-end latency [44].

Message authentication codes provide a reliable protection against spoofing and alter-

ing. If the senders attach MACs to the end of every packet, the receivers are able to check

the validity or detect any altering or spoofing. Replayed information can be countered by

adding timestamps to the messages (possibly as part of the MACs) [27].

4.2 Selective Forwarding

In a selective forwarding attack, malicious nodes are placed in the network. These

nodes aim to stop or delay the network communication by refusing to forward messages

passing through them. Moreover, a malicious node may delay packets or forward some

messages to an unauthorized target in order to disrupt multi-hop routing. For example,

on Figure 4.1 node x communicates with the rest of the network through node y, but y is

not forwarding the messages to some of its neighbors. An adversary can use y to disrupt

multi-hop communication by withholding packets or to completely isolate x from other

nodes.

Detecting selective forwarding attacks

Several approaches have been proposed to detect selective forwarding attacks. Ka-

plantzis et al. [45] presented a centralized method, using Support Vector Machines. Schemes

based on multi-hop acknowledgement have been proposed in [46] and [47]. The rest of this

section contains a detailed discussion about the detection algorithm from [47].

The algorithm detects selective forwarding using two-hop neighbor knowledge and a
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Figure 4.1: An example for a selective forwarding attack. The circles show the area within
r
2 distance from the nodes. The arrows illustrate the route of the packets sent from x, and

the red crosses indicate selective forwarding by y.

detection module built on the application layer. It takes advantage of the high density of

sensor networks: with the help of the detection module, the sensor nodes in the intersec-

tion of the communication ranges of the sender and the receiver node can monitor their

communication, and check for selective forwarding attacks (See Figure 4.2).

Figure 4.2: The circles show the communication ranges of nodes x and y. The red dots are

other sensors which can monitor the communication between x and y.

When the network is deployed each node can determine its two-hop neighborhood by

slightly modifying the hello packets which are sent out after deployment by each sensor,

in order to announce themselves to their neighborhood and establish connectivity. An

intermediate node field and a hop-counter is attached to each hello packet. The source

node sends out its hello packet with the hop-counter set to 1 and the intermediate node

field empty. Nodes receiving the packet will increment the hop-counter by 1, and write their

ID into the intermediate node field, before forwarding it to their neighborhood. If a node

receives a hello packet with a hop-counter set to 2, it overwrites the intermediate node to

its own ID, decreases the hop-counter and re-broadcasts it. Thus, nodes can detect their

two-hop neighborhood, without a large communicational overhead. The monitor nodes will

rely on this information to distinguish between normal and malicious operation.

Each sensor node assigns a malicious counter to its neighbors. Later, when this counter

crosses a threshold, the sensors will assume that the node is malicious, Then nodes will halt
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all communication with the suspect and revoke it from their direct neighbor list. For every

packet picked up by a node, it checks the packet’s header, to determine if both the sender

and the receiver are in its connectivity list. If this is the case, it temporarily buffers the

message and invokes the detection module. The detection module uses two routing rules:

1. The monitor node waits to see if the destination node forwards the packet on the

path to the sink. If not, it raises an alert packet with malicious factor α to the sender

node.

2. The monitor node waits and detects the packet which has been forwarded on the

path to the sink. It checks its two-hop neighbor knowledge to see if the destination

node of the forwarded packet is on the right path to the sink. If not, it raises an alert

packet with malicious factor β to the sender node.

Sometimes environmental factors and packet collisions can lead to packet loss, thus it

is practical to use two distinct malicious factors α and β to increase detection accuracy.

The authors suggest an α value between 0 and 0.5 and β value between 0.5 and 1. As

a result, if a sensor forwards a message to an unauthorized node, it will be reported to

the source with a larger malicious factor than a packet loss. For the pseudo code of the

detection algorithm see Algorithm 1.

Algorithm 1: Selective forwarding detection

1 for every packet in radio range do

2 check packet header

3 if sender and receiver ID is in neighbor list then

4 buffer packet with timer τ

5 if forwarded packet destination node ID in the 2-hop neighbor list of buffered

packet’s source node ID then

6 delete buffered packet

7 else

8 send an alert packet with β factor

9 end

10 else if finish buffer time τ then

11 send an alert packet with α factor

12 delete buffered packet

13 end

14 end

If a sensor node receives an alert packet about one of its neighbors, it increases the

malicious counter of that node by α or β. If the counter exceeds some threshold t, the

suspect node can be revoked from its direct neighbor list. The values α, β and the threshold

t can be chosen based on the application scenario or the security requirements of the user.
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Simulations show that the detection algorithm is highly effective in dense networks

[47]. If the number of monitor nodes is at least 5, the probability of detection is close to

1. Another important factor is the percentage of malicious nodes. Naturally, the detection

rate decreases as the number of malicious nodes increases in the network. The algorithm

has a small computational and communicational cost which is desirable for applications in

WSNs. However, the authors build on the assumption that all the nodes are trustworthy

during the hello packet transmission, and that the network’s connectivity information is

secure and confidential. Furthermore, they assume that the network has a static topology

and a secure pair-wise key management protocol.

4.3 Sinkhole Attack

As specified at the end of section 2, the base station or sink node is responsible for

collecting and processing the data gathered by the sensors. The sensors forward this data

in a multi-hop manner, relying on previously established routing information. This kind of

many-to-one communication is highly vulnerable, especially in the case, when a network

deployed in an open area. During a sinkhole attack [44] an adversary places a malicious

node into the network with better communication capabilities and creates a shorter, high-

quality link between the node and the base station. This node will advertise itself as having

a short route to the base station, with the aim of drawing network traffic. The other genuine

nodes in the surrounding area will use this new attractive route to send their packets to

the base station, in order to avoid unnecessary communication costs, because routing in

sensor networks is designed to be as efficient as possible. Once this symbolic sinkhole is in

place, the adversary is able to delay or delete messages or to eavesdrop on a large part of

the network’s communication.

Figure 4.3 illustrates the effect of a sinkhole attack on network traffic. Some nodes are

affected by the sinkhole, either directly because they are within communication distance

with the malicious node, or indirectly because their routing to the base station changed

thanks to the new link. Sensors close to the base station are not influenced.

Sinkhole attack detection

There are currently only a few studies on detecting sinkhole attacks in WSNs. The

first approach was presented by Ngai et al. [48], the authors aim to identify the sinkhole

and the malicious node responsible by observing the tree-like structures in the network

flow created by the sinkhole (see, Figure 4.3). Krontiris et al. [49] proposed a distributed

method for detecting sinkholes. In this section, I will examine the approach of [48].

Initially, Ngai et al. [48] describe the detection method for the case when there is a

single malicious node in the network. Another section contains an enhancement for dealing

with multiple malicious nodes. In this thesis, I will only discuss the former case.
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Figure 4.3: The effect of a sinkhole attack on the routing and communication between the

sensors and the base station. The red triangle and square are the malicious node and the

base station respectively. The red line indicates the high-quality link established by the

adversary. Due to the attack, the routing from the black nodes to the base station was

altered.

The first step in the algorithm is to estimate the area affected by the sinkhole. Since

the most common violation created by a sinkhole is selective forwarding, it is possible to

distinguish the affected nodes by observing that data is regularly missing from a region.

For instance, let us consider the case of a monitoring application. Since the sensors submit

data periodically to the base station, it can reveal the discrepancies using the following

statistics. Let X1, . . . , Xn be the sensing data collected from the sensors in an area, and

let X be their mean. Define f(Xi) the following way:

f(Xi) =

√
(Xi −X)2

X

If we calculate f(Xi) for every sensor Xi in the area, we can identify suspect nodes using a

threshold t: if f(Xi) is greater than t, the data collected from Xi is inconsistent with the

rest of the area, thus we can consider Xi a suspect. The threshold t can be chosen based

on the security requirements of the application. We can examine every area of the network

in a sliding window fashion. Alternatively, more advanced anomaly detection techniques

can be found in [50, 51].

After obtaining the list of suspect nodes, the base station can estimate the location of

the sinkhole by circling the area containing all these nodes. All the data from the circle

could be attracted towards the sinkhole, so all the nodes inside it will be considered affected

nodes. Figure4.4(a), shows this step of the algorithm.

The sinkhole is not necessarily in the middle of the area, and it may contain many

affected nodes. The second part of the algorithm is responsible for identifying the malicious

node, and for isolating it from the rest of the network. At the start, the base station collects

the network flow information by flooding the network hop-by-hop with a request message

containing the IDs of all the affected nodes. The base station can include a time-stamp
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and its private key to the message in order to prevent the malicious node (or nodes) from

disrupting this process. If a node v receives the request message and it includes its own

ID, it is required to reply to the base station. The reply message should include its ID,

the ID of the next-hop node on the route towards the base station, and the cost of the

communication (hop count, data rate, etc). Naturally, all this information is already stored

by the individual nodes according to the established routing protocol. It is reasonable to

assume, that the next-hop node is also affected, hence the reply message should be sent

along the reverse path of the flooding, which corresponds to the original route between the

base station and the node, before the appearance of the intruder.

Based on the contents of the reply messages, the base station can construct a directed

graph to observe the routing pattern of the examined area. The nodes of the graph will

represent the affected nodes, and each reply message <IDv, IDu, cost> can be represented

by a directed edge v cost−−→ u. During sinkhole attacks, the affected area possesses a particular

tree-like routing pattern, where all the network traffic towards the base station goes through

the same node, which is the malicious or compromised node. This node will be the root of

the tree. Figure 4.4(b) shows an example for this tree-like structure.

(a) (b)

Figure 4.4: An example for the two main parts of the algorithm. The red triangle and red

square are the sinkhole and the base station respectively. (a) shows the selection of the

affected nodes. The black nodes are the suspect nodes, and the gray circle is the result of

encircling all the suspects. Every sensor within this cirle will be considered affected. (b)

depicts the tree-like structure of the routes to the base station.

It is possible that due to missing information some branches of the tree will be dis-

connected, resulting in multiple tree structures with multiple roots. Algorithm 2 and 3

describes how to identify all of these structures. If there is more than one tree, the base

station calculates the number of nodes in each of them. The intruder should be the root

of the biggest tree, which is the one that attracts the most network traffic.

Simulation results in [48] show that the algorithm works relatively well even in the case

when there are multiple malicious nodes inserted into the network. One downside of the
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approach is that it heavily relies on back-and-forth messaging between the base station and

the rest of the network, which can lead to high communication costs. Furthermore, in order

to estimate the attacked area, the base station needs knowledge about the relative locations

of the sensors. This information is only available if every sensor is equipped with a GPS

device, or if the locations of the sensors are determined by some localization algorithm (see

[18, 19]). Running these algorithms results in additional communication and computational

costs, and it is plausible for inaccurate localization to cause incorrect detection.

Algorithm 2: Identify multiple roots

1 R = ∅ /* R: set of roots */

2 for each affected node v do

3 if v has no incoming edge then

4 R = R∪FindRoot(v)
5 end

6 end

Algorithm 3: FindRoot(u)

1 R′ = ∅
2 if u is not yet visited then

3 mark u visited

4 else

5 return ∅
6 end

7 if u has no outgoing edge then

8 return {u}
9 end

10 for each e(u, v) do

11 R′ = R′∪FindRoot(v)
12 end

13 return R′

4.4 Sybil Attack

The Sybil attack, or node replication attack was introduced by Douceur [52] as a threat

against peer-to-peer networks. In this attack, a malicious node illegitimately claims multiple

fabricated identities or identities stolen from existing depleted or corrupted nodes. A small

number of these malicious nodes, can overwhelm the network and quickly drain most of

its resources, which is especially damaging for resource-constrained systems like WSNs.
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Sybil attack detection

A random key predistribution scheme [53, 54] is a procedure where each sensor node gets

random keys or key-related information before deployment. After deployment, each sensor

can compute the common keys shared with its neighbors, and use these keys to ensure

secure pairwise communication. Newsome et al. [55] show how random key predistribution

can be used to prevent Sybil attacks. The biggest drawbacks of this protocol are the

extra memory space consumed by storing the pairwise keys and the reliance on a trusted

central authority. To overcome these problems, Demirbas et al. [56] proposed a different,

lightweight solution based on received signal strength indicators (RSSI).

In wireless communications, RSSI describes the power of a received radio signal [57].

RSSI is suitable for estimating the distances between the source and the receiver since

the strength of the radio signal is inversely proportional to the distance it travels. The

following simple RSSI based localization scheme is introduced by Zhong et al. [58]. Let us

suppose that node i receives a signal from node 0 with an RSSI of Ri. We can compute

their distance di using the following equation:

Ri =
P0 ·K
dαi

(4.1)

In the equation P0 is the transmitter power, α is the distance-power gradient and K is a

constant. If another node j receives the same signal from node 0 with a RSSI of Rj , we

can calculate dj using the same equation. The RSSI ratio of nodes i and j is

Ri
Rj

=

(
P0 ·K
dαi

)
:

(
P0 ·K
dαj

)
=

(
dj
di

)α
(4.2)

If there are four receivers, i, j, k and l, we can compute the relative location of node

0. When another message arrives from the same location, but with a different sender-ID,

the four nodes conclude that a Sybil attack is happening. If we assume that the network

is static, i.e., the position of each node stays the same, localization is not necessary. We

can identify Sybil attacks just by storing and comparing the RSSI ratios for the received

messages.

To carry out this task, Demirbas and Song [56] describe the following protocol. Let

D1, D2, D3, and D4 be the IDs of the four monitoring nodes scattered around the Sybil

node. Let us assume that the Sybil node uses two forged IDs S1 and S2.

When the Sybil node broadcasts messages using the ID S1, the four monitoring nodes

store the ID and the RSSI. Additionally each node transmits a message with its own ID

and the received RSSI from the Sybil node to D1. Then node D1 computes the ratios

R
S1
D1

R
S1
D2

,
R

S1
D1

R
S1
D3

, and
R

S1
D1

R
S1
D4

and stores the values in its memory. When another message arrives with ID S2 it can repeat

the same process, and calculate the values
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R
S2
D1

R
S2
D2

,
R

S2
D1

R
S2
D3

, and
R

S2
D1

R
S2
D4

.

Node D1 can identify a Sybil node by comparing the previous ratios with the new

values. If the difference between the two is close to zero, it concludes that the IDs S1 and

S2 belong to the same Sybil node. Otherwise D1 can confirm that there is no Sybil attack;

hence, if (
R

S1
D1

R
S1
D2

=
R

S2
D1

R
S2
D2

)
,
(
R

S1
D1

R
S1
D3

=
R

S2
D1

R
S2
D3

)
, and

(
R

S1
D1

R
S1
D4

=
R

S2
D1

R
S2
D4

)
are true, we can assume that a Sybil attack is happening in the region.

One possible problem with this approach is that changes in the environment and other

physical factors can lead to fluctuations in the RSSI. Therefore, in practice it is better to

modify the approach, and include a threshold t, based on the standard deviation of the

RSSI, and the users security requirements. If S1 and S2 are different, but their location is

the same, we can detect the Sybil attack by noticing that the difference of the RSSI ratios

between the two cases are within the t threshold:∣∣∣∣RS1
D1

R
S1
D2

−
R

S2
D1

R
S2
D2

∣∣∣∣ < t,
∣∣∣∣RS1

D1

R
S1
D3

−
R

S2
D1

R
S2
D3

∣∣∣∣ < t, and
∣∣∣∣RS1

D1

R
S1
D4

−
R

S2
D1

R
S2
D4

∣∣∣∣ < t.

As expected, using a high threshold provides a better chance for detection but it can also

increase number of false positives.

Overall, based on the experimental results in [56], the approach is robust, with a detec-

tion rate close to 100% and only a few percents of false positives. Another advantage is that

it does not require excessive computation or communication from the sensors. Addition-

ally, the authors demonstrate that the detection protocol works relatively well even if the

number of detector nodes is lower than four, but the trade-off is an increased false-positive

rate.

4.5 Hello Flood Attack

Most WSN routing protocols require sensors to send out hello packets after deployment,

to announce themselves to their neighbors and establish connectivity. If node a receives

a hello packet from node b it assumes that b is within communication range. An attacker

using a device with large transmission power (disguised as a sensor node) can convince

the nodes in the network that it is in their neighborhood. If the false links are established,

the nodes may attempt to use these to communicate with other parts of the network, but

sending packets towards the adversary far away means that they are sending them into

oblivion. Since WSNs rely on hop-by-hop information exchange through neighboring nodes,

this attack can dismantle network-wide communications and leave the network in a state

of confusion.

For example, in Figure 4.5 the malicious device is able to convince some of the nodes

that it is their neighbor. When nodes a and b try to communicate with each other, they
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might send their messages towards the adversary instead of using a longer route through

the network. These messages will be lost. Moreover, other nodes in distant parts of the

network might use these links for communication as part of longer routes, thus a large

portion of network communication disappears.

Figure 4.5: Network communications during a hello flood attack. The malicious device is

the red triangle. The black nodes accept this device as their neighbor. The red arrows are

the false, one-way connections resulting from the attack.

Defense schemes against hello flood attacks

A straightforward method for detecting hello flood attacks was proposed by Giruka

et al. [59], based on verifying the bi-directionality of the established links. However, if

the attacker possesses not only a powerful transmitter but also a sensitive receiver, it is

possible to create fake bi-directionality. Karlof and Wagner [44] proposed a cryptographic

technique based on shared pairwise secret keys between the sensors, but as I mentioned

earlier, these kinds of schemes often consume a lot of memory space, which is undesirable,

because memory in WSNs is already limited. Zhen et al. [60] presented a solution which

relies on the presence of a powerful and trusted base station. A security scheme based on

the signal strength was proposed by Pires et al. [61]. However, this scheme builds on the

assumption that geographical information is available, which is not necessarily the case.

In this section, we will discuss a scheme proposed by Singh et al. [62], based on signal

strength and ratification using client puzzles [42, 43]. Each node checks the RSSI of the

hello messages with respect to an expected or known radio range strength. There are three

possible cases:

(i) If the two values are equal the sender is labeled as ’friend’.

(ii) If the values are approximately the same the sender node is required to solve a

puzzle within a limited time-frame in order to be classified as ’friend’, otherwise it is

classified as ’stranger’.

(iii) If the two values are different, that is the signal strength of the hello message is not

conceivable given the sensors’ resources, the sender is classified as ’stranger’.
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Algorithm 4: Hello flood prevention
input: Ri = signal strength of a received hello message from node i

1 F = fixed signal strength in radio range

2 t = threshold for expected reply time

3 if Ri = F then

4 classify i as a friend: accept hello message and perform necessary function

5 else if Ri ≈ F then

6 send a puzzle to node i

7 if correct answer arrives in less than t time then

8 classify i as a friend: accept hello message and perform necessary function

9 else

10 classify i as a stranger: reject further requests from i

11 end

12 else

13 classify i as a stranger: reject further request from i

14 end

In case (ii), the sensors check the validity of a sender by using client puzzles. The nodes

can adjust the difficulty of the puzzles based on a dynamic policy: for each stranger node,

the difficulty of the puzzle will be proportional to the number of suspicious hello messages

sent.

If a node is classified as a ’stranger’, the nodes will reject all further requests and

packets from that node.

The scheme builds on the following assumptions:

(1) The communication is within fixed radio range.

(2) All sensor nodes in fixed radio range have the same transmitting and receiving signal

strength.

(3) The sensors are homogeneous (they have the same hardware, software, and resources).

(4) Every sensor knows the fixed signal strength used in its communication range.

(5) A time threshold is used, which describes the expected time of a reply message.

(6) A hello message counter is used by all sensors to record the number of hello packets

received in a time period.

Algorithm 4 contains the pseudocode of the detection scheme.

Theoretically the proposed algorithm successfully prevents hello flood attacks, however

experiments show [56], that in practice there is a high variance in radio signal strengths.

It is possible that this phenomenon diminishes the accuracy of the scheme. Furthermore,
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even though client puzzle schemes are widely used in wired networks to prevent flooding

attacks against servers, it is unclear in the paper of Singh et al. [62], how to implement

these efficiently in resource-constrained, peer-to-peer settings, like WSNs.

4.6 Acknowledgment Spoofing

In most network protocols after sending a message to another node, the sensors rely

on some kind of acknowledgment from the receiver. Due to the vulnerability of wireless

communication and the fact that the networks operate unattended it is possible that a

malicious device spoofs the acknowledgments of neighboring nodes in order to create the

false notion that a message has been received. Furthermore, an adversary can impair or

destroy a node and use falsified acknowledgments to claim that the node is still operating

and properly receives information [44].

Generally, these attacks do not attract a large amount of network traffic, so it is difficult

to expose them based on anomalies or distortions in the network graph. Similarly to the

case when the adversary is spoofing or altering of routing information (section 4.1), message

authentication codes provide reasonable protection against these threats.

4.7 Wormhole Attack

Figure 4.6: [63]. Example of a wormhole attack. A1 and A2 show to regions around the

receivers. Nodes within these regions are directly affected by the intruder. As a result of

the attack, new connections are established between all nodes in A1 and all nodes in A2.

The wormhole attack was defined separately in [14], [15] and [16]. It is considered

to be one of the most dangerous threats against WSNs since an intruder can carry out

this attack with limited resources: without breaking through the networks cryptographic

defenses, or corrupting any of the sensors. To launch the attack, the adversary places

two radio receivers in distant parts of the networks. The receivers are connected by a

high capacity, high-speed channel. Each receiver captures the signals and packets sent by

the sensors in its surroundings, and sends them through the wormhole link, to the other

receiver. Here the signals are replicated and transmitted. As a consequence, the sensors in
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distant parts of the network (around the two end-points of the wormhole) will recognize

each other as direct neighbors and they will communicate directly through the wormhole

links, created by the adversary (See Figure 4.6). Since the new links connect distant regions,

they attract a large data traffic. Thus, the attacker can use the receivers for eavesdropping,

gathering packets, or analyzing network traffic. It is also possible to use the wormhole in a

more active manner: the intruder can modify, delay or drop packets to create confusion in

the network. Furthermore, the new links can cause fundamental changes in the networks

perceived topology. These changes can render location-reliant applications inaccurate or

deceptive since most localization algorithms rely on accurate connectivity and distance

information. Figure 4.7 illustrates, how the ARAP sensor localization [18] performs in the

presence of a wormhole. The wormhole links act as strings, pulling the network together and

misleading the localization algorithm, causing incorrect or inaccurate position estimates

for most of the sensors.

(a) (b)

Figure 4.7: [63]. (a) shows a sensor network under a wormhole attack. The gray circles

denote the regions around the receivers, the red dots are the compromised nodes. (b)

shows how the ARAP [18] algorithm performs in the presence of the wormhole. The red

lines are the wormhole links, and the red dots are the influenced nodes.

The detection of wormhole attacks will be the primary topic in the rest of this thesis.

Chapter 5 describes several approaches designed to provide protection against wormholes.

In Chapter 6, I introduce a novel method for wormhole detection.
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Chapter 5

Wormhole Detection in WSNs

Wormhole detection is a heavily researched topic in WSN security. Numerous defense

schemes have been proposed in the past. This chapter contains a brief review of this topic.

Additionally, sections 5.1 and 5.2 provide a more comprehensive examination on some

connectivity-based detection algorithms.

Many methods [64, 65, 66] use guard nodes to detect wormholes. These specially

equipped nodes have higher transmit power and different antenna characteristics than

ordinary sensors, and they are aware of their geographical positions. As expected, the

reliance on guard nodes limits the usability of these methods.

Other defense mechanisms rely on distance or timing analysis to identify and neutralize

wormhole attacks. The basic idea is to attach the sender’s location or time information to

each message. This way, the sensors are able to authenticate every message they receive:

if the distance or travel time of a transmission is not feasible given the network’s physical

characteristics, the presence of a wormhole is likely. A huge disadvantage of these methods

is that they require special hardware: the sensors have to be equipped with extremely

precise synchronized clocks [16, 67] or GPS devices [16, 68]. This results in additional

hardware costs, which decreases the scalability of the network. Hu and Evans [69] proposed

an other approach that uses special hardware. Here, the sensors use directional antennas

in a cooperative protocol in order to identify false (wormhole) connections.

Some approaches build on the presumption that at one point the network is attack-free.

Hence, it is possible to gather valid connectivity information or other statistics before the

attack takes place. When new connections are established, they analyze the changes in

the shortest routes in the network [70], or other distortions in multi-path routing [71] to

uncover wormholes attacks.

The most convenient schemes rely solely on connectivity information. For example, Ban

et al. [72] search for maximal complete bipartite graphs amongst a group of suspect nodes

acquired by local connectivity test. Then, these maximal bipartite graphs are classified as

wormhole links. Lu et al. [73] apply the same concept, but in their case, the suspect nodes

are obtained in a different manner. For every node, its neighborhood is localized with MDS
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localization [74, 75]. If this localized subgraph is substantially distorted, the node will be

considered a suspect. Other popular connectivity based methods are MDS-VOW [76], and

WormCircle [77]. These algorithms are described in sections 5.1 and 5.2 respectively.

5.1 MDS-VOW

MDS-VOW (Multi-Dimensional Scaling - Visualization Of Wormhole) was introduced

by Wang and Bhargava [76]. The basic idea is to approximately reconstruct the network

layout using multi-dimensional scaling (MDS) and a smoothing algorithm. In the presence

of a wormhole, this reconstruction will result in a layout similar to a bent surface. Other-

wise, the sensors will be situated on a plane. MDS-VOW looks for the distinctive structures

in the network graph, which are responsible for the bending. Figure 5.1 illustrates this con-

cept. It shows a wormhole’s effect on the MDS reconstruction process.

(a) (b)

(c) front view (d) left side view

Figure 5.1: [76]. The network is deployed on a circle area, using grid placement, without

noise. (a) shows the original network. The red nodes show a possible wormhole. (b) shows

the layout reconstructed with MDS, when there is no wormhole in the network. (c) and

(d) show to results of MDS, when a wormhole exists between the red nodes.
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MDS localization

Multi-dimensional scaling [78] is a technique originally developed for behavioral and

social science for studying the structure of objects. Since then, MDS has been used to

solve localization problems in wireless and ad-hoc sensor networks. Several works [74, 75]

proposed the use of MDS to determine the relative positions of the sensors, based on

connectivity or pairwise distance information.

In MDS-VOW, most of the computations are done by a base station or controller, a

device with higher broadcasting and computational capacities than the sensor nodes. This

controller can accomplish the operations required by the MDS mapping mechanism in a

short period of time.

In order to run MDS localization, it is necessary to collect pairwise connectivity or

distance information and transmit it to the controller. First, every sensor estimates the

distance to its neighbors, based on received signal strength, and sends this information to

the controller through a multi-hop route. If two sensors can hear each other, the controller is

able to calculate the average of their estimates and use that as their approximated distance.

If a link is not bidirectional, i.e., only one of the estimates is available, the connection will

be ignored.

Once the controller collected all the available pairwise distance information, it calculates

a distance matrix. Naturally, for every node, the distance to itself is 0. Then, the controller

approximates the pairwise distance between every pair of sensors using a shortest-path al-

gorithm, such as Dijkstra’s [79]. When all the values in the distance matrix are determined,

the MDS mapping algorithm [75] can be applied to construct the network layout.

Error Compensation

Since errors in the distance estimation greatly reduce the quality of the reconstruction

(see Figure 5.2), it is necessary to enhance the reconstruction.

Figure 5.2: [76]. The effect of measurement errors on MDS localization. The error rate of

the distance estimations from left to right is 0.2, 0.4, 0.6 and 0.8 respectively.

In MDS-VOW, a smoothing algorithm is applied [80, 81] to compensate the errors

caused by the inaccurate distance estimations. This mechanism consists of two steps. First,

it calculates a fitting plane T for every node, based on its coordinates and the coordinates of
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its neighbors. Then, the node’s new coordinates are determined, by projecting its original

coordinates onto T.

Let’s assume, that after the MDS localization the position of a node s is ps, and it has

k neighbors with positions p1, . . . , pk. Let c be the center of these k + 1 coordinates:

c =
ps +

∑k
i=1 pi

k + 1
(5.1)

The center will be on the T plane. We also need to determine the normalized vector vs.

With the help of ps and p1, . . . , pk, we can construct the following 3× 3 matrix:

M =
k∑
i=1

[
(pi − c)(pi − c)T

]
+ (ps − c)(ps − c)T (5.2)

M is symmetric, positive semi-definite matrix. The unit eigenvector corresponding to the

smallest eigenvalue of M is vs, the normalized vector of the fitting plane. The eigenvalues

can be computed by QR decomposition.

If node s and node s′ are close to each other, and the local surface is relatively flat,

their fitting planes T and T ′ will almost be parallel. This means, that the scalar product

of their normal vectors will be close to 1 or −1. Otherwise T and T ′ are not parallel, so

we can assume that the surface around s is bumpy. We can assign value q to every node,

to describe the smoothness of the surface around it. For a node s with k + 1 neighbors

N1, . . . , Nk, we can define qs as:

qs =

∑k
i=1 vs · vNi

k
(5.3)

All the vectors in the sum are normalized, so qs will be between 0 and 1 as well. A large qs
indicates an even surface around s. We can flatten the surface of the reconstructed network,

by projecting s onto the T plane. Let psT be the projection of ps to the T fitting plane.

We can determine p∗s, the new positions of s using the following equation:

p∗s = qs × ps + (1− qs)× psT (5.4)

The benefit of the smoothing algorithm is that it compensates for the local bumpiness

caused by inaccurate distance estimations, however, if there is a wormhole in the network,

the resulting bending will not be affected. Figure 5.3 from [76] illustrates this phenomenon.

As a result, this kind of local smoothing greatly benefits the wormhole detection algorithm.

Identifying the wormhole links

After both the MDS localization and the smoothing are finished, MDS-VOW locates

the wormhole links. It is clear from Figures 5.1 and 5.3 that during a wormhole attack the

reconstructed network structure looks similar to a bent surface. This bending is the result

of the wormhole link. It acts as if it were a "string", pulling distant parts of the network

together. Figure 5.4 shows the enlargement of the region around the wormhole link. The
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(a) before smoothing (b) after smoothing

(c) before smoothing

(d) after smoothing

Figure 5.3: (a) and (b) show the reconstructed network before and after the local smoothing,

in the case when no wormhole exists. (c) and (d) show the same effect when a wormhole

attack is happening.

network structure around this link forms a ’two-ended torch’ structure. MDS-VOW looks

for these structures by examining the angles between the fake connection and the planes

determined by the neighboring sensors. On the figure, the planes determined by A1, A3, A5

and B1, B2, B3 are nearly vertical to the wormhole link.

In order to detect these structures, we have to assign torch counters to every connection

based on the two-ended-torch structures it creates. Furthermore, we assign wormhole indi-

cators each node based on the torch-counters of its connections. Let’s assume that a node

s has k neighbors: N1, . . . , Nk. For every (s,Ni) edge (i = 1, . . . , k) in the network graph,

we count the number of two-ended-torch structures it forms. Let H and G be the set of

planes determined by the neighbors of s, and Ni respectively. We take one plane from both

sets and examine the angles between them and the (s,Ni) connection. If both angles are

larger than 3π
8 we increment the torch counter of the connection by 1. After we examined

all the possible pairs from these sets, it is necessary to normalize the torch counter because

the number of neighbors can vary greatly. Thus, the torch counter is divided by |H| ∗ |G|.
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Figure 5.4: [76]. The two-ended torch structure caused by the false wormhole connection.

When the torch counter for every edge is determined, we can compute the wormhole indi-

cator of s, as the maximum of the torch counters of its connections. Figure 5.5 depicts the

distribution of the wormhole indicators of the sensor network from Figure 5.1, once the

wormhole link between the red nodes is activated.

Figure 5.5: [76]. The wormhole indicators, when a wormhole exists in the network.

Once the wormhole indicators are computed for every sensor in the network, the worm-

hole can be identified. If the wormhole indicators of two sensors are higher than a t thresh-

old, the connections between them will be labeled as wormhole connections. Wang and

Bhargava set this threshold to 0.6 [76]. When MDS-VOW is finished, the connections la-

beled as wormholes will be severed and ignored by the network during further operations.

They examine the performance of MDS-VOW through simulations [76]. Their results

indicate that MDS-VOW is precise and accurate. However, they only examine scenarios

where the network is roughly uniformly deployed (like in the case of perturbed grid place-

ment), and the degrees of connectivity for the sensors is high and relatively even. Further-

more, they only consider the possibility that the wormhole consists of a single wormhole

31



link, instead of the general case when a small complete bipartite graph of false connections

is inserted into the network between the sensor nodes around the two ends of the wormhole

(see Figure 4.6). Another disadvantage comes from method’s reliance on the controller or

base station with a high computational capacity.

5.2 WormCircle

WormCircle was introduced by Dong et al. [77]. The basic concept of the method comes

from the physical phenomenon of wave propagation. Let us assume, that a WSN with high

density is deployed on an Euclidean plane. If we select a root point s and initiate a wave (or

flood) from this point, we can detect a possible wormhole by examining the growth of the

wavefront. If there is no wormhole in the network, the nodes with t distance from s form

a circular isoline around s. On the other hand, if there are wormholes in the network, and

the wave goes through these wormholes, a new wavefront forms on the other side around

the endpoint. Figure 5.6 illustrates this concept. The main idea of WormCircle is to detect

and locate wormholes based on the presence of the new wavefronts around the wormhole

endpoints, called wormhole circles.

Figure 5.6: [77]. Wave propagation in a continuous domain. On the left, wavefront circles

with no wormholes. On the right, wavefront circles in the presence of two wormholes.

Tracking Circles in WSNs

Simulating wave propagation in WSNs is not a trivial task. Information regarding the

nodes positions is not available. Furthermore, it is possible that there are sparse regions

or even holes in the network graph as a result of random deployment. Thus, there is no

guarantee that the perimeters of the wavefronts form connected subgraphs.

The first step of WormCircle is to randomly select an s root node. This root node then

floods the network to build a shortest path tree. After the tree is constructed, each node

knows its minimum hop-count from the root. Ideally, the nodes in the same level in the

tree will define a connected subgraph. Even if this is the case, constructing a subgraph
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which can represent a wavefront around s, is a nontrivial task. Figure 5.7(a) shows the

subgraph induced by the nodes with 4 or 5 hop-distance from the root node. These nodes

form a belt-shaped connected component around s. The goal is to find a good ’circle’ in

this component, which accurately represents the ’skeleton’ of the subgraph and surrounds

the root node. Figure 5.7(b) depicts a good isolate circle, while Figure 5.7(c) shows an

example for a defective circle, which does not properly surrounds the root node, or reflects

the true size and shape of the subgraph.

(a) (b) (c)

(d) (e) (f)

Figure 5.7: [77]. Defining circles in a WSN. The black dot is the root point of the shortest

path tree. (a) shows the subgraph induced by the nodes with 4 or 5 hop-distance from

the root point. (b) shows a good isoline circle. (c) shows a defective circle. Subfigures (d)

and (e) show the building of a shortest path tree, and the finding of a candidate circle. (f)

shows the final candidate isoline circle after contractions.

To tackle this problem, WormCircle launches a flooding restricted to this belt-shaped

component from one of its arbitrarily chosen nodes. In the resulting shortest path tree,

there are some pairs of leaf nodes that are connected in the belt-shaped component, and

their least common ancestor is the farthest away. These nodes are called cut pairs. Figure

5.7(d) shows the shortest path tree of the belt-shaped component. The triangles and squares

represent the cut pairs. WormCircle selects one arbitrary cut pair and forms the desired

wavefront from this cut pair, their edge and the nodes and edges in the shortest path tree

on the route to the cut pair (see Figure 5.7(e)).

If the network is not sufficiently dense, it is possible that the nodes on the same level
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L do not form a connected component. To solve this issue, instead of only examining the

components induced by the nodes with hop-count L, WormCircle traces circles among a

node strip formed by the nodes with levels L,L+1, . . . , L+k. We can choose the parameter

k based on the density of the network. For example, on Figure 5.7 the component is formed

using nodes with hop-counts 4 and 5.

It is possible to further adjust the candidate isolate circles into so-called chordless

circles.

Definition 5.1 Given a graph G, a C ⊆ V subset of nodes is a chordless circle, if the

G(C) induced subgraph of C is a circle, i.e., it is connected, and the degree of every node

is 2.

Contracting a candidate circle into a chordless circle is an iterative process. In each round,

given a candidate circle C, WormCircle labels each node in C sequentially, based on their

position in the circle. For each node i in C, we examine the set of its direct neighbors in

C, Ni. If there is exists a j ∈ Ni node, such that j > i + 1, it is possible to shrink the

circle, by replacing i+1 with j. After each shrinkage, a new cycle is formed. The iteration

terminates when it is not possible to further shrink the cycle. Figure 5.7(f) shows the result

of contracting the candidate isoline circle from Figure 5.7(e).

Identifying wormhole circles

It is possible to differentiate between legitimate isoline circles and wormhole circles

based on their perimeter. After the isoline circles are identified, WormCircle estimates

the perimeter of each circle and compares it with the corresponding level in the shortest

path tree. In a continuous domain, a legitimate isoline circle C can be classified based

on its perimeter PC = 2πR, where R is the corresponding level. In the case of a WSN,

isolate circles can be categorized based on the ratio between the perimeter and the hop-

distance from root node s. If this ratio is greater than a threshold t, the circle is considered

legitimate. Dong et al. suggest the use of a t = 5 < 2π threshold [77].

After the wormhole circles are detected, WormCircle pinpoints the exact location of

the wormhole’s endpoints by tracing the wormhole circles along different levels.

The relative positions of the s root node, and the wormhole endpoints affect the accu-

racy of the algorithm. For example, if the root node is of equal distance to the endpoints,

the detection usually fails. The authors note, that the accuracy can be improved if Worm-

Circle is launched multiple times independently.

Localized WormCircle

Forming isoline circles from nodes that are close to the boundary of the network is a

difficult task. For example, if a wave travels through a wormhole and the boundary of the

network is near the endpoint, the emerging circles will be incomplete (see Figure 5.8). As
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a result, identification of these kinds of wormholes poses a problem for the WormCircle

algorithm.

Figure 5.8: The wavefronts of flooding when a wormhole exists in the network. The black

node is the root of the shortest path tree and the red nodes are the wormhole endpoints.

It is likely that the isoline circles emerging from the farther endpoint will be deformed and

incomplete.

To solve this problem, Dong et al. presented an improved version of the algorithm called

Localized WormCircle. Instead of building a global shortest path tree, this algorithm aims

to utilize localized connectivity information in order to locate possible wormholes. In this

version, each node acquires all adjacency information from its k-hop neighborhood. Based

on this data, each node tracks the isoline circles forming around it, in the same manner

as in basic WormCircle. Then, the sensors examine the number and completeness of the

circles to identify possible wormholes. Additionally, nearby nodes can share their findings

to increase the accuracy even further.

They evaluate the performances of both WormCircle versions in simulated environ-

ments [77]. They examine the detection rate in networks with different node deployment

models and network densities. In relatively even networks with high density, both algo-

rithms’ detection rate is close to a 100%. However, the performance drops significantly

as the randomness of the deployment increases and node density decreases. Based on the

simulations, the Localized WormCicle performs better than the basic algorithm.
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Chapter 6

Wormhole Detection Using Spanning

Trees

In this chapter, I introduce a novel approach for wormhole attack detection which solely

relies on connectivity information. These results were published on IEEE Xplore in 2018

[63]. The proposed approach is able to find and isolate nodes under a wormhole attack

with a high probability, even if the network is relatively sparse and uneven. The main

idea behind the algorithm is based on the presumption that the removal of the wormhole

edges causes substantial changes in the length of some of the shortest paths in the network,

while other shortest paths remain unchanged. We can monitor these changes by iteratively

isolating every node and their neighborhood and then running a breadth-first search from

a group of randomly selected root nodes to gather and compare the shortest path lengths

in the network.

A big advantage of the approach is the fact that it is possible to run breadth-first search

in a distributed manner: Every root node sends out a packet < IDsource, IDparent, DI >

containing its ID in the first two fields and a depth indicator (DI) set to 0 in the last

one. If a node receives this packet, it stores the ID from the second field, then replaces it

with its own, increments the depth indicator, and forwards it to its neighbors. All later

messages with the same IDsource can be ignored. After a node forwards the packet, it can

send back its determined depth on the route corresponding to the shortest-path tree under

construction. The basic idea of our detection algorithm is the repetition of this flooding

process. After the flooding steps, the root nodes have to carry out some additional, but

trivial computations. Apart from that, the detection is almost completely decentralized.

6.1 Root Node Selection

The number and location of the root nodes affects the accuracy of the detection al-

gorithm. If we run our algorithm from a single a root node, and it is positioned between

the two endpoints of a wormhole, it is possible that the detection will be unsuccessful.
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Similarly, if a root node is directly affected by the wormhole, i.e., it is in the radius of one

of the antennas placed by the adversary, the detection will fail. However, the location of

the nodes is not known to us, so there is no way to guarantee that a randomly selected

node will be in the right position. In theory, we could run the algorithm from every single

node in the network, to guarantee an accurate outcome, but this would massively increase

the run-time and the communication costs.

To tackle the above problem, we propose an algorithm described in Algorithm 5. First,

we create an S set – the set of possible root nodes – which contains the ID of every node.

Then we iteratively run the following steps, until this set is empty: We choose the node

with the smallest ID in S as a root node. This node floods the network with the message

that it has become a root node. Every node within k-hop distance will be removed from S.

After this cycle ends, S is empty and the root nodes have been selected. The k parameter

introduces a trade-off. If we use a small k, we will end up with a large number of root

nodes, which boosts the precision, but increases the runtime of our algorithm.

Algorithm 5: Selecting roots for spanning trees

1 S = set of node IDs

2 R = empty list

3 while S is not empty do

4 v = the smallest ID from S

5 add v to R

6 remove v from S

7 run a BFS with max depth k to obtain the nodes within k-hop distance from v

8 N = nodes within k-hop distance from v

9 S = S −N
10 end

11 return R

6.2 Wormhole Detection

After we have decided which nodes will serve as roots, we can launch the detection

algorithm. First, we create a V ∈ Rr×n matrix, where r is the number of roots and n is the

number of nodes. For every ri root, we run a breadth-first search to determine the hop-

distance to every node in the network. The ri root can store these values in a Di vector,

where Di[j] equals to the hop-distance between ri and the jth node. We run the detection

algorithm separately from each root node. Let S be the set of nodes and let N(v) be the

set of neighbors for a node v. For every node j, where j ∈ S − N(ri) − ri, we repeat the

following steps:

(1) We isolate j and its neighbors from the network
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(2) We run a new BFS to calculate a new Dj
i vector for ri, containing the hop-distances

between ri and the nodes left in the network after the removal of j and N(j).

(3) It is possible that node k is not reachable from ri in the new network. If this is the

case, we ignore it. Else, we add the Dj
i [k]−Di[k] to a DDj

i container.

(4) Finally, we compute the variance of DDj
i and store it in the V matrix: V [i, j] =

V ar(DDj
i )

We excluded ri and its neighbors from this iteration. These nodes will be examined from

other roots. To indicate the missing values, if l ∈ {ri} ∪N(ri), we write −1 into V [i, l].

After we inspected every possible node from every root, we compute the average of

the variance of changes in hop-distances from different roots for every node v, that is the

average of the positive values in the vth column of V . Naturally, the roots can share their

measurements with each other to fill the V matrix, and a selected root can carry out the

remaining calculations. Let m be the average of these averages. If the average variance for

a node is higher than λ ·m we add the node to the list of suspected wormhole nodes. λ

is the second parameter of our algorithm. It introduces a trade-off between the detection

rate and the number of false positives. If we choose a larger λ we reduce the number

of false positives, but we might fail to detect some wormholes. Algorithm 6 contains the

pseudocode for the algorithm described above.

After the algorithm is finished and we obtained the set of suspect nodes, we can lower

the number of false positives by examining the subgraph induced by these nodes. If a

suspect node is isolated in this induced graph, then it is certainly not part of a wormhole,

and we can remove it from the set of suspects. Finally, in order to shut off the wormhole,

we prohibit every communication between the suspect nodes and the rest of the network.

6.3 Evaluation

We evaluated our algorithm in a variety of simulations. We examined different deploy-

ment and communication models, and network densities.

In our simulations, we placed a network of 900 nodes on a square-shaped region. We

used two models to simulate node deployment: random placement and perturbed grid

placement (see Chapter 2). Deploying the sensors with random placement results in an

uneven network with dense and sparse subregions, while grid placement leads to a rela-

tively evenly distributed network, so it is often used to simulate a manual deployment.

We adjusted the radius of the sensors to produce networks with varying average degrees

between 5 and 13. To establish connections, we used the UDG and the QUDG models.

An important factor is the length of the examined wormholes, i.e., the shortest paths

between the set of the nodes around the two endpoints. A wormhole with distant endpoints

has a larger impact on the network. It introduces more new shortest path in the network,

thus draws more network traffic and is able to do more harm. On the other hand, a shorter
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Algorithm 6: Finding wormhole nodes

1 function find_suspect_nodes (Con,R, λ);

Input : R: the list of root nodes, n: number of nodes, λ: threshold

Output: X: the list of suspects

2 V = |R| × n dimensional matrix

3 for every root node ri ∈ R do

4 Di = n dimensional vector

5 run a BFS from ri and store the distances to all nodes in Di

6 for every node j ∈ {{ri} ∪N(ri)} do
7 V [i, j] = −1
8 end

9 for every node j 6∈ {{ri} ∪N(ri)} do
10 DDj

i = empty list

11 Dj
i = n dimensional vector

12 Temporarily isolate j and N(j) from the network

13 run a BFS from ri and store the distances to all nodes in Dj
i

14 for Every node k in the network do

15 if Dj
i [k] < inf then

16 append (Dj
i [k]−Di[k]) to DDj

i

17 end

18 end

19 V [i, j] = V ar(DDj
i )

20 end

21 end

22 avgs = n dimensional vector

23 for every node v in the network do

24 avgs[v] = the average of all positive values in the vth column of V

25 end

26 m = the mean of avgs

27 for every node v in the network do

28 if avgs[v] > λ ·m then

29 append v to X

30 end

31 end

32 return X
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wormhole causes significantly less damage, but it is usually harder to detect. During our

experiments we focus on the detection of longer wormholes: we generated the wormhole

endpoints in a way, that the hop-distance between the two sets of endpoints is at least 8.

The two parameters in our approach are k, which affects the number of root points, and

λ which defines a threshold for suspect nodes. Naturally, a small λ increases the number

of false positives but improves the recall. During our experiments, we set λ to 5, 6 and 7.

Figure 6.1: [63]. Results on a network with 900 nodes, using UDG communication model

and random placement. We adjusted the radius of the sensors to achieve different network

densities. Each point corresponds to the average of 30 simulations with the same average

degree.

Figure 6.2: [63]. Results on a network with 900 nodes, using Quasi-UDG communication

model and random placement. We adjusted the radius of the sensors to achieve different

network densities. Each point corresponds to the average of 30 simulations with the same

average degree.

For each deployment model, communication model, and network density we ran 30

simulations. Figures 6.1, 6.2, 6.3, 6.4 show our results. From these results, it is clear that

the proposed algorithm is effective. The average recall is 1.0 and the average number of

false positives is low when the network is deployed with perturbed grid placement. In the
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case of random placement, the average recall is around 0.9 when the network is sparse,

but it rapidly increases as the number of connections grows, and at the same time, the

average number of false positives decreases. Furthermore, our experiments show that the

uncertainty introduced by the QUDG model does not significantly affect the results.

Figure 6.3: [63]. Results on a network with 900 nodes, using UDG communication model

and perturbed grid placement. We adjusted the radius of the sensors to achieve different

network densities. Each point corresponds to the average of 30 simulations with the same

average degree.

Figure 6.4: [63]. Results on a network with 900 nodes, using Quasi-UDG communication

model and perturbed grid placement. We adjusted the radius of the sensors to achieve

different network densities. Each point corresponds to the average of 30 simulations with

the same average degree.
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Chapter 7

Discussion

In this thesis, I reviewed the topic of wireless sensor network security. I categorized and

examined different attack types and described some proposed countermeasures, with spe-

cial regard to approaches aiming to identify wormhole attacks. Furthermore, I introduced

a novel algorithm for this problem. A huge advantage of the proposed algorithm is the fact,

that instead of relying on special hardware like many other approaches from literature, it

uses only the connectivity information of the network. Additionally, it runs in a distributed

manner, and it requires minimal computation from the sensors, which is extremely benefi-

cial for any WSN algorithm because of the computational limitations in this domain. The

effectiveness of the algorithm was demonstrated through extensive simulations with regard

to different deployment and communication models and network density. The results show,

that the algorithm is reliable even in relatively sparse networks.

The most considerable limitation of the proposed method comes from its high com-

munication cost. As the algorithm runs, the sensors are repeatedly flooding the network

to build shortest path trees. This can lead to the depletion of the network’s resources. In

the future, we plan to examine the possibility of reducing these costs by adaptively and

sequentially choosing the root nodes instead of a random manner. Since the locations of

these nodes affect the accuracy of the algorithm, a deterministic process could also increase

its reliability.
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